



Procedure
	SUBJECT:  Electronic Account Eligibility


	EFFECTIVE DATE:  May 1, 2005


1.
Need for Policy
A. Indiana State University’s computer network and servers are designed and maintained to support the academic, applied research, and administrative functions of the University. To that end, a variety of individuals receive accounts on various servers, systems, and network(s) administered by the Office of Information Technology (OIT). 

B. Users (faculty, staff, students, and various external constituencies) of Indiana State University computing services represent a wide spectrum of need requiring differing types/levels access authorization and privileges depending on their affiliation to the institution and their need for electronic services.  Concise procedures must be implemented to provide appropriate access to systems housing numerous services defined within this document.

C. Absence of automated rules-based procedures to provision and expire accounts are likely to result in degraded performance, system instability, security vulnerabilities, and increased service time as OIT personnel manage an ever increasing number of user accounts.

D. A procedure is needed to address the eligibility and establishment of electronic accounts and to address the termination of account privileges when the need has ceased or when the user/university relationship no longer justifies the continuation of access.
E. This policy applies to all users of electronic services provided by Indiana State University (ISU) through all University owned and/or operated servers, Lightweight Directory Access Protocol (LDAP) services and electronic mail systems administered by the Office of Information Technology.
2. 
Definitions:
A. Electronic Account: any account on any electronic server, device, or network owned or operated by the University issued to an individual associated with the University and which confers access rights to specified electronic resources or services.  In all cases, electronic accounts on University owned or operated electronic equipment are the property of the University and access rights conferred by the electronic account represent a privilege which can be revoked by the University consistent with University policy.

B. Email Account: Electronic access that provides electronic mail system services.
C. Email alias:  an account on a system allowing the user to create a number of different email addresses which will deliver mail to the same email account.  
D. LAN (Novell Netware) Account: Electronic access that provides shared file and application services on the University network and provides network–based printing capabilities. 

E. Portal Account – Electronic access that provides information access and services through University Portal software.

F. Banner, Cognos, and NolijWeb Accounts: Electronic accounts that provide services of the University administrative database for both data input and reporting.

G. Departmental Web Account: Electronic access that provides the ability to create and modify web pages contained in the University web environment. 

H. Course Management System Accounts: Electronic access that provides support for online faculty/student interaction (the primary products are Blackboard and WebCT).
I. RADIUS/TACACS Account: Electronic access that provides a variety of services such as proxy and dial-up modem access.
J. Student Web Accounts: Electronic access that provides the ability to create and modify web pages contained in the University Personal web environment.
K. Wireless Account: Electronic access that authorizes the user to access the controlled portion of the University’s wireless network.
L. For purposes of this policy only, employees serving in administrative capacities, but who hold academic faculty status or rank, are understood to be covered under the terms and conditions outlined for faculty.
M. For purposes of this policy only, temporary or part-time faculty (designated by terms such as temporary full-time, special purpose, and adjunct) are understood to be covered under the terms and conditions outlined for faculty.
3.  Statement of Policy
A. Requesting an Account:



Student Accounts:  Email, LAN (Novell), Portal, Personal Web, Course Management and Proxy accounts will be created for most incoming students prior to their arrival and do not need to be specifically requested. Students will receive information about their email accounts as part of the orientation process and via official correspondence prior to the beginning of the semester.  Students are provided with one account for each of the above systems, where applicable.



Employee Accounts:  Email, LAN (Novell), Portal, Personal Web and Proxy accounts are created automatically for ISU employees and do not need to be specifically requested.  Other accounts (for example Banner, Cognos, NolijWeb) must be requested separately and authorized by the appropriate data trustee.
B. Electronic Mail Accounts:

The following methods are used for electronic mail accounts and electronic mail alias names.

Students:

1) Students are permitted to have only one email account for official ISU correspondence – the account will reside on MyMail.

2) In cases where students, by virtue of their employment, must have access to the Administrative Email system, a generic account (for example fastu1, fastu2, rgstu1, rgstu2, etc.) will be provided on the GroupWise system.  Maintenance of, and responsibility for, generic accounts will rest with the “authorizing department or office”.
Employees:

1)  Employees are permitted to have only one email account for official ISU employee correspondence – that account will reside on GroupWise.  The GroupWise account will be used for all employee functions and will be designated as the user’s “primary” electronic mail account.  If an employee is an active student or alumnus of the university, the employee will also be provided with a MyMail account
C. Electronic Email Alias:

An email alias will be created for the primary email account (MyMail in the case of a student and GroupWise in the case of an employee).  The format of the alias will be constructed as first.last@indstate.edu with appropriate compensation for duplicate names.  The first.last alias will be maintained by OIT; employee email users will be permitted to select one additional self-managed alias name – this would be accomplished through the use of a web page.  The first.last alias will be managed and maintained by OIT, the self-managed alias name will not be maintained by OIT.

D. Authorization of an Account:


In order to hold any University electronic account, one must be a member of one of the following groups:  an active employee (staff or faculty), active student, alumnus, faculty emeriti, retired staff member, Interlink student or educational affiliate  and  must be in good standing with the University.  Account eligibility is determined based on group membership as shown in Table 1.  


Table 1. Account Authorization Guidelines

	Status 
	Definition 
	Accounts 
	Authorizing Office 

	Staff 
	Full or part-time University employee 
	GroupWise
LAN
Portal

RADIUS/TACACS – Full time only.
Web (departmental),

Banner, Cognos, NolijWeb*
Web (personal page)
	Human Resources 

	Faculty 
	Full or part-time member of the University 
	GroupWise
LAN 
Portal

RADIUS/TACACS
Web (departmental), 

Banner, Cognos, NolijWeb*
Web (personal page)
	Human Resources

	Undergraduate 
	Full-time enrolled or part-time enrolled student 
	I-Planet
LAN
Portal

RADIUS/TACACS
Web (personal page)
	Registrar 

	Graduate Student 
	Full-time enrolled or part-time enrolled graduate student
	I-Planet
LAN
Portal

RADIUS/TACACS
Web (personal page)
	Registrar

	Faculty Emeritus 
	Retired member of the University faculty 
	GroupWise 
Web (personal page)

Portal

RADIUS/TACACS
	Provost 

	Retired staff
	Retired University employee in good standing
	GroupWise
Portal

RADIUS/TACACS
	Human Resources

	Alumni
	Alumnus of the University
	I-Planet

Portal

RADIUS/TACACS
	Alumni Affairs

	Interlink Students
	Interlink students in good standing
	I-Planet

Portal

RADIUS/TACACS
	Interlink

	Educational Affiliates
	Educational Affiliates in good standing
	GroupWise
Portal

RADIUS/TACACS
	Academic Affairs


*Must be authorized by department head or department chairperson.
In all cases, an individual requesting an electronic account must have, or be eligible to have, a Banner ID number – the Banner ID number is required before any electronic account can be created and issued. For faculty and staff, the Human Resources department provides the Banner ID number.  Student Banner ID numbers are created by Enrollment Services.  Refer to the OIT home page for instructions on requesting an account.
E. Standard Account Naming Conventions

All account usernames will conform to the University Portal ID naming convention which is typically the first letter of the user’s first name followed by the user’s last name up to ten characters. Where the Portal ID convention would result in the creation of a duplicate name, a number will be appended at the end of the username to make it unique.

F. Closing of Accounts
Electronic accounts will be removed for members of the Indiana State University community in accordance with guidelines shown in Table 2.

Table 2 Account Termination Guidelines

	Status 
	Accounts 
	Provision for Termination

	Staff 
	GroupWise
LAN
Portal

RADIUS/TACACS – (Full time)
Web (departmental),

Banner, Cognos, NolijWeb*
Web (personal page)


	Last day of employment*
Last day of employment *

Last day of employment *

Last day of employment *

Last day of employment *

Last day of employment *

Last day of employment *

Last day of employment*
Note: If the individual is a student, alumni, or retired, their account will be governed by the terms of their non-employee status upon employment termination.

	Faculty 
	GroupWise
LAN 
Portal

RADIUS/TACACS
Web (departmental)
Courseware

Banner, Cognos, NolijWeb*
Web (personal page)
	12months following the last day of employment*

12months following the last day of employment*

12months following the last day of employment*

12months following the last day of employment*

12months following the last day of employment*

12months following the last day of employment*

12months following the last day of employment*

12months following the last day of employment*

Note: If the individual is a student, alumni or retired, their account will be governed by the terms of their non-employee status upon employment termination.

	Undergraduate (prior to graduation)
	I-Planet
LAN
Portal

RADIUS/TACACS
Web (personal page)
	12 months of un-enrolled status  (access terminated)
12 months of un-enrolled status (access terminated)
12 months of un-enrolled status  (access terminated)
12 months un-enrolled status (access terminated)
12 months un-enrolled status (access terminated)
Note:  All student data will be removed upon termination following a period of 24 month retention - no recovery will be provided after that period.

	Graduate Student (prior to graduation)
	I-Planet
LAN
Portal

RADIUS/TACACS
Web (personal page)
	12 months of un-enrolled status (access terminated)

12 months of un-enrolled status (access terminated)
12 months of un-enrolled status  (access terminated)
12 months un-enrolled status (access terminated)
12 months un-enrolled status (access terminated)

Note:  Student accounts and all student data will be removed following a period of 24 months (12 retention following access termination) - no recovery will be provided after removal.

	Alumnus


	I-Planet
Portal
RADIUS/TACACS
	Lifetime account - 12 months of inactivity. *
Lifetime account - 12 months of inactivity. *
Lifetime account - 12 months of inactivity. *


	Retired Faculty 
	GroupWise 
Web (personal page)

Portal

RADIUS/TACACS
	Lifetime account - 24 months of inactivity. *
Lifetime account - 36 months of inactivity. *
Lifetime account - 24 months of inactivity. *
Lifetime account - 24 months of inactivity. *


	Retired staff
	GroupWise
Portal

RADIUS/TACACS
	Lifetime account - 24 months of inactivity. *
Lifetime account - 24 months of inactivity. *
Lifetime account - 24 months of inactivity. *


	Interlink Students
	I-Planet
LAN
Portal

RADIUS/TACACS
Web (personal page)
	Termination of status or 6 months inactivity.
Termination of status or 6 months inactivity.

Termination of status or 6 months inactivity.

Termination of status or 6 months inactivity.

Termination of status or 6 months inactivity.



	Educational Affiliates
	GroupWise
LAN
Portal

RADIUS/TACACS – (Full time) 
Web (departmental)
Web (personal page)
	Termination of status or 6 months inactivity.

Termination of status or 6 months inactivity.

Termination of status or 6 months inactivity.

Termination of status or 6 months inactivity.
Termination of status

Termination of status or 6 months inactivity.





* No electronic account privileges accrue to the spouse or partner of an Alumnus, Faculty Emeritus, or Retired Staff because of the domestic relationship.  Upon the death of the account holder all privileges are terminated.
1) Shared Files:

Shared files (i.e. those files accessible to more than one person on a network server) will not be affected by the closing of an individual account. Only files in the individual account will be removed.  It shall be the responsibility of the user’s department to ensure that any files stored in an individual account are copied or moved to a shared or other location prior to the closing of an account, if others will need them in the future. 

2) Termination:

Electronic account privileges will be automatically terminated when the user’s relationship with the University no longer authorizes access to the account being held.

Under normal voluntary termination of employment, account privileges will be removed on the termination date.  The account and any related data will be retained for 60 days at which time they will be removed.  

For employees terminated under not amicable conditions, accounts will be disabled upon written notification from Humans Resources.   Said accounts, along with any associated data, will be automatically removed 30 days from the termination date.  When necessary, such as in the case of pending litigation, OIT will extend the duration that an individual account is held disabled.  Accounts will be held longer than 30 days upon the receipt of a written directive from Human Resources or University Legal Counsel to OIT stating that a particular account (and associated data) should not be removed.

A violation of policies governing the use of technology at Indiana State University will be deemed to constitute abuse of access. Suspicions of abuse will be reported to the Assistant Director of User Services, who will determine if there is sufficient cause to believe that abuse has occurred.  The Assistant Director of User Services will determine the technical consequences for such abuse.  Upon sufficient communication with appropriate parties (e.g. Department Chair, Dean, and Administrative Head), access to computing resources and/or accounts may be suspended immediately pending investigation of an incident.  Permanent removal of electronic access privileges will require the approval of the Chief Information Officer.  Appeals of decisions of permanent removal of electronic access privileges will be reviewed by the Provost, who will make the final decision.
The Office of Information Technology reserves the right to temporarily suspend access to computing resources and/or accounts when activity takes place from a specific account which is verified to be disruptive to other users on the system(s) or the network(s).  
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